Getting Started with Amazon EC2 and Amazon SQS
Building Scalable, Reliable Amazon EC2 Applications with Amazon SQS

Overview

Amazon Elastic Compute Cloud (EC2) is a web service that provides resizable compute capacity in the cloud. With
Amazon EC2 you céwild applications that start smablut can scaleip rapidly aslemand increases. Amazon EC2

offers many featureshat makeit possible to build such applications, including:

a) Abilityto increase or decrease capacitythin minutes

b) Ability to commissiomne, hundredsor even thousands of server instances simultaneously

c) Aweb service API to control the scaling of instances depending on your needs
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However, to take advantage of the full power of Amazon,l@2important to architect your application
correctly—from the very beginningOtherwise, ti is hard to rearchitect your application later irhe lifecycle
without disruptingthe service, losing datar rewriting substantial part®f it. Toensure that your aplication
scaleswith increasing loadyou mustensure(among other thingshhat it has nobottlenecks orsingle pointof
failure, andthat it cancontinueto run even when one or more components fail.

Amazon Simple Queue Service (Amazon SQS) ismernentary web service that enables you to build highly

scalable EC2 applications easily. Amazon SQS is a highly reliable, scalable message queuing service that enables
asynchronous messagmsed communicatiobetween distriluted components of an applicatn. The

components can be computers or EC2 instances or a combination ofW@thAmazon SQS you can send any

number messages to an Amazon SQS gualany time from angomponent The messages can be retrieved

from the samecomponentor a different one right away or at a later timé No messagés everlost in the interim;

each message jrsistently stored in highly available, highly reliable queudsltiple processesan read/write

from/to an Amazon SQS queue at the same timinout interfering with each other.
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Figure 1: Two distributeapplications communicating asynchronously by passing messages thaiadghazon
SQS queue

! Within 4 days (with the newemazon SQSPIversion) and within 15 days (with the older ARdrsion
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built. As withother Amazon WebeSvices with Amazon SQS y@ay foronly what you use

This paper provides a brief overview of the capabilities of SQS and how it can umeéld tecalabldEC2
applications.

Why Amazon SQfér Scalable ReliableEC2 Appliations?

All systems that have tecale to meet increasinipad while continuing to provide reliable andeglictable

performance must satisffome ungue requirements. Amazon SQ&s many features specifically designed to

enable you to build scalable, refie and highperf2 NY Ay 3 9/ H | LILX A O imord gletaitbwith 5§ Qa SEL
simple but fairly common scenario.

Example: Online Photo Processing ServiceGonsumers

Assume gu want to offer an online photprocessing service for consumetéie grviceslets consumer specify
the operations they want performed on their photos. Operatiaould includeredeye reductioncropping thumb
nail aeation, customizationre-coloring teeth whitening,etc. Useraiploadthe photosto yourweb site and
specifythe tasksto be performed on the photadUsers can submit as few as one or as matadreds of photos
in a singlauploadsession. After submitting the photos, users can come back and check on the status of their
photos When the photos have been progsed they can download the photos from the web site.

[ S @sQuine that different operationisike different processing tims, ranging from a few seconds to several
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photos and the processing operatisiio be performed.

Fornow§ G Qa & i lsd\dasieeghirerients #&add more as we go along.

Getting Sarted with Amazon SQS
The figure below provides an overview of the architectofa simple sgtemthat meets the requirements listed
above. Itincludes Amazon SQS working in conjunction with Amazon EC2 and Amazon S3.
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Figure 2: Architecture showing the use of Amazon SQS as a job dispatch mechanism for EC2

Here is theendto-endflow of atypicalrequest



Every user request results in a message being quetedhe AmazorsQSt w S ljidzS dj az$heézSame time,
the application stores thehotosin AmazonS3. The message the queuecontains (among othr things) the
photo processingperationto be performed anda pointer to the locatim of the photos ilAmazonS3. The Photo
Processing@ver, running in an EC2 instance, reads messages from the queue, processes the seglest
completion postsa statusns d al 35S (2 ddashie.awSalLlRzyas

What males this a preferred architecture for building a scalable, reliable EC2 apmii2aZionsider the following
realworld possibilities:

1. What happens if, due to a bug or some other reason, the Photo Processing Server crashes or otherwise
becomegemporarilyunavailable as shown in the figurbelow?
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Figure 3How Amazon SQS isolates failures.@bmponenfrom the rest of the system.

The failurewill be transparent to the endser.Uses can continue to upload photos to the web sitndin

turn the web sever can continue to send messages to fhimazon SQS Request queue. The messages will
remain in thequeueuntil the Photo Processing Server is back onliie key point to note is thahe Photo
Processing Server does not have to do anything extra to mamee the last message it processed before the
crash.Amazon SQS will ensure tttae servemwill resume processing the meggs from where it left off.
Furthermore there is no special cedrequired to deal with the messadieat was being processed wheneh
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remains in the queue until the server explicitly deleteSiif the server failsvhile processing a message and
therefore before deleting the messagt will find the message again wherciimes back online.

2. bSEGls tSGQa 02y & PHotd Ribcaskiy Séverthd EGR kh&ahd iniwkid it is running
cannot be restarted for an extended periofitime. While users will be able to posteir photos to the site,
they will not be able to get back their processed phoffise solution is to start anotheidentical Photo
Processing Servgn its own EC2 instanct replace the failed server. Amazon SQS enables this to be easily
accomplisheds shown in the figure below.
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Figure 4: Implementing a higdvailability solution with Amazon SQS

Amazon SQS makes it possible to firsp ina replacement server without ipacting the rest of the system.
All that is needed to implement this solutié®to make sure that the replacement server is pointing to the
same Amazon S@&quest/Responsgueue pair.

For the next scenario, consider the case whesingle Photo Processing Server is sufficient to meet user
demand.With Amazon SQ8 is posdble to introduce additional instances of the Photo Processing Server to
meet increasing demat) as shown in the figure below.
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Figure 4Howto run multiple EC2 instances simultaneowgith Amazon SQS to handle increased load

EC2 Instances

Two specifideatures of Anazon SQS makbis possible:

e Asingle Amazon SQS queue can be shared by multiple servers simultaneously.

e A server that is processing a message can prevent other servers from processing the same atéssage
sametimed & G SYLJ2 NI NAf & .dihie 8eQdr sayl SpécifylthenvuBtznitimealh® message is
locked. Wherthe server iglone processinghe messageit shoulddelete the message. If the server fails
while processing the message, another server can get the message after the lockout period.

These two features ensure that the numberprbcessingservers can beasilychanged dynamicallp handle
varying load The entire process can be automated to ensure #tany given timehe optimal number of EC2
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4. Finally consider this scenariBecausesome ofthe photo processingoperatiors take significantljonger time
than the rest you want toimplement these longefrunning operationsn a separate, dedicatesener. This
can be implemented with minimal disruption to the rest of the system using AmazoraS®&own irthe
figure below.
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Figure 5: Pipeline processing with Amazon SQS

In the figure, thdongerrunning operations g implemented in Server B. Server A and Server B communicate
through Amazon SQSequest/Responwueue§. Thissetupcommonlyreferred to asipipeline processing
isoften used to build large applications with multiple scbmponentsPipeline processing architectures
implemented with Amazon SQS have the following advantages:

¢ Flexibility: Components can be easily rewired differently to change th&flear. A large monolithic
server can be divided fa multiple smaller servers without impacting the rest of the system.

e Piecemeal upgrades: Individual scbmponents can be taken offline and upgradeithout bringing the
entire system to a halt. In a largeale system with multiple sutomponentsa forklifta i &all & onaé
approach to upgrading is not practical or feasible.

e Tolerance to failures: Amazon SQS isolatesceubponents from each other so the failure of one
component does not impact the res

Getting Started
For practical, handen experience in using Amazon SQS with Amazonti@Re Sample application to get
started with Amazon SQS and Amazon &Giild your ownSQSenablesAMI usinghe SQSEC2 Job Processor

Smple.

Summary

Amazon SQS complements Ama£EC2Using Amazon SQS you can build your first, simple EC2 application quickly
and easily, with the assurance that you have the right architectural foundation to make it scale reliably if the need
arises.SQS is easy to use, proven technology usedrbgjarity of the large EC2 applications.

For clarity multiple instances of the servers are not shown, but it is possible to have multiple instartoeth of
Server A and Server B
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